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1. INTRODUCTION 
 
“The COVID-19 pandemic has highlighted the need for more security in the digital world. People have increased 
their online presence to maintain personal and professional relationships, while cybercriminals have taken 
advantage of this situation…” (ENISA) 
 
Faced with such a situation, all systems are under constant attack by intruders, locally or remotely; Therefore, 
their security not only lies in prevention but also in identification, the less time has passed since the intrusion 
identification, the less damage will be; To achieve this, it is important to constantly monitor the system. 
 
“Web systems are in the focus of cybercriminals. For the detection of these attacks, log file analysis is often 
preferred, as anomalies in user requests and related server responses could be clearly identified. Two main 
reasons for this preference are that log files are readily available, and there is no need for expensive hardware 
for analysis, although server log files are an alternative source of identification for website attacks that are not 
being exploited." (Chinguel-Tineo, Arcila-Diaz, Tuesta-Monteza, & Mejia-Cabrera, 2018) 
 
There are several types of log files that have different functions, among the main ones are: 

• Help solve errors. 
• Early stopping of system abuses. 
• Show us the traceability of the records (What? Who? When? Through what means?). 
 

This article proposes the use of the "Intruders" module, which uses the information generated by the logging 
in systems developed with Yii2 Framework, to identify and stop intruders, as well as to view user income 
statistics. 
 
 

Abstract 
Each time computer attackers are looking for how to get hold of the valuable information that 
companies' web systems have; Today, this has become a laborious task for administrators. Due to the 
above, it is necessary that these systems not only prevent attacks, but also have mechanisms for 
identifying and stopping intruders. 
In this article, we will have the opportunity to learn about the "Intruders" module, created based on the 
data obtained from the use of logging in systems developed in Yii2 Framework, the information generated 
by this framework is a primary source in the error analysis and stopping processes, as well as user 
behavior. 
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2. RECORD OF ANNOTATIONS 
 
Yii2 Framework, according to the official website of the framework tells us that “Yii is a generic web 
programming framework, which means that it can be used to develop all kinds of web applications in PHP. Due 
to its component-based architecture and sophisticated cache support, it is especially suitable for the 
development of large applications, such as web pages, forums, content management systems (CMS), e-
commerce projects, compatible web services. REST architecture and many more. " (yiiframework) 
 
Yii2 is a framework, which includes among its main characteristics the use of the MVC architecture pattern, 
from this pattern we can highlight: 

a) “Allow substitution of user interfaces. 
b) Generate components of the interfaces. 
c) Design simultaneous views of the same model. 
d) Easily apply changes to the interfaces.” (Camarena Sagredo, Trueba Espinosa, Martínez Reyes, & López 

García, 2012) 
 

“Yii2 provides us with a powerful framework dedicated to logging that is highly customizable and extensible. 
Using this framework, you can easily save annotations (logs) of various types of messages, filter them, and 
unify them in different destinations that can be files, databases or emails. " (yiiframework) 
 
The information obtained from the log is processed in 2 ways: 

• Insertion of the main data collected in a MySQL table. 
• Creation of the logs files, which are physical files, saved in the / runtime / logs folder, in our project. 
 

“A log file (commonly known as Log file) arises from the need, on the part of the administrator, to maintain 
control over the system and can be defined as a file in which all the activity carried out by a system during a 
specific period of time. Therefore, it allows us to know information about What? - Who? - When? - Where? - 
How? - Why?" of a certain event. " (Mateos Mohino, 2017) 
 
The log files generated by the log file have the following format: 
 

 
Figure 1. Yiiframework, 2020, Message Formatting [Image]. Recover from https://www.yiiframework.com/doc/guide/2.0/en/runtime-

logging 

 
The "Intruders" module takes as a base the information processed from the log; It is divided into three sub-
modules that are responsible for identifying: 

i. The number of users who successfully log in. 
ii. The IPs that are trying to look for some type of computer vulnerability or security hole typical of web 

applications. 
iii. Isolated errors that can be corrected in a timely manner. 
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3. LOG PROCESSING 
 
The module was created and saved as a repository available online for any user, downloadable through the 
package manager for PHP Composer (Figure 2). 

 
Figure 2. Packagist, 2020, joan/intruders [Image]. Recover from https://packagist.org/packages/joan/intrusos 

 
The "Intruders" module processes the log files in real time. By obtaining the data provided by the log records, 
the security of the system is controlled and improved in a positive and efficient way. For the commissioning of 
the module, the following stages were required: 

1.- The framework configurations are made in the /config/web.php file (figure 3), which allow the saving of 
the most important and necessary information to identify the IPs that are trying to search for 
vulnerabilities; Through the record destination we save the data in the structure of a MySQL table, see 
figure 4. 

 
Figure 3. yiiframework, 2020, Log Targets [Image]. Recover from https://www.yiiframework.com/doc/ guide / 2.0 / en / runtime-

logging 

https://packagist.org/packages/joan/intrusos
https://www.yiiframework.com/doc/
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Figure 4. Own elaboration, 2020, Description of MySQL table [Image]. 

 
2.- With the data stored in the table, the first sub-module is built, dedicated to preventing malicious attacks 

from unknown users. An algorithm dedicated to identifying users who tried to enter different suspicious 
routes was developed and, with more interest, when the IP is not from the interior of Mexico, said IP is 
blocked and thus access to the system is denied (figure 5). The system provides the administration of the 
detected IPs, the administrator can review the detailed location information and other data that an IP 

can provide us. Among the allowed options: Delete, give an opportunity in case we notice that 

it was not the intention of the user, block,  give recursive opportunities to test parts of the 
system and hide the registry. 

 
Figure 5. Own elaboration, 2020, Intruder administration submodule [Image]. 

 
3.- By default, the logs files include the values of the following PHP global variables: $ _GET, $ _POST, $ 

_FILES, $ _COOKIE, $ _SESSION and $ _SERVER, this information is of great importance. Many of these 
variables provide data that helps us detect attacks. The log file viewer submodule, which displays the 
files generated by the log records on the screen, is configured to highlight the following important 
variables: 
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Figure 6. Own elaboration, 2020, Sub-module reading logs files [Image]. 

 

• The query string that is sent by the GET method to the system. 

• The source IP address from which the user is viewing the system ('REMOTE_ADDR'). 

• Address of the source page (if any) used by the user agent for system query ('HTTP_REFERER'). 

• The string that indicates the user agent used to access the system ('HTTP_USER_AGENT'). 

• If it exists, the system query string ('QUERY_STRING'). 
 

 
Figure 7. Own elaboration, 2021, Successful visits per month [Image]. 
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4.- The third sub-module in charge of visualizing the successful entry of users, so that we can see how the 

system is being visited and used more frequently since its launch, generating graphs for hours, days, 
weeks, fortnights, months and years. See figure 7 and 9. 

 
The “Intruders” module allows the system to carry out additional control over security, controlling unwanted 
visiting users and verifying the statistics of authorized use. 
 
 
4. CONCLUSION 
 
In conclusion, the information that the Yii2 framework annotations record offers us is very useful for early 
stopping of attack attempts and thus reducing them, correcting errors and displaying successful logins to the 
system. 
 
The intruder module provides us with three sub-modules: 

• Intruder management: In charge of verifying if users are really attackers, since many times they are 
errors caused by wrong typing, access tests from other systems, etc., thus allowing the ease of 
unlocking, deleting, giving another chance, hide or give recursion to user access. 

• Log file viewer: Highlights the most important data in the log file, which is plain text; allows us to 
save the log file in a separate folder and, thanks to this, a new file is generated so as not to have all 
the information in just one; All of this helps to have quick non-physical access to the file, since many 
times only administrators are allowed access, thus allowing developers or support personnel to 
review the file and identify errors and / or security problems. 

• Statistics: Provides access graphs in time periods (hours, days, weeks, fortnights, months and 
yearly). 

 
Among the results obtained from the implementation of the "Intruders" module, we can visualize the following 
behaviors: 

1.- 70% reduction in errors and attempts to search for vulnerabilities in the system. 

 

 
Figure 8a. Author's elaboration, 2021, Intruders 2020-11-09 [Image]. 
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Figure 8b. Author's elaboration, 2021, Intruders 2021-01-01 [Image]. 

 
2.- Positive increase in the use of the system, showing on which days of the week it is most used. 

 
Figure 9a. Author's elaboration, 2021, Successful visits by days of the month of December 2020 [Image]. 

 
 Figure 9b. Author's elaboration, 2021, Successful visits by days of the month of January 2021 [Image]. 
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3.- Detention of 85% of failures in the algorithms of the system that, in a timely manner, solutions were 

provided. For example, see in figure 10, where the log warns us that an image is missing in a view that, 
although it is a failure that allows the process to continue, being able to interact with the file allowed us 
to solve it by placing the image in the correct path to its use. 

 
Figure 10. Author's elaboration, 2020, Error detected [Image]. 
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